Abstract-Nowadays, Supervisory Control And Data Acquisition (SCADA) systems have huge influences on the human life. They provide a distance remote controlling, monitoring and information gathering of transmission, production and distribution of every automation systems such as electric power, power plants, refineries, rail transportation, waste and water systems, oil and gas. In this paper, different possible threats, risks and vulnerabilities in the SCADA systems are surveyed, and some mitigation strategies to improve the SCADA security systems are proposed.
INTRODUCTION
In this modern world, technology is an ultimate aspect which has a huge influence on human lives directly or indirectly. There are vast variety of different types of technologies and one of the most significant and outstanding of all is Supervisory Control And Data Acquisition (SCADA) system [1] . The term SCADA systems are widely utilized in vast variety of fields to provide a distance remote controlling, monitoring and information gathering of transmission, production and distribution of every automation systems [2] . It is estimated that the SCADA systems have been used everywhere for more than 30 years and there are approximately 3 million SCADA systems. These systems may cost from tens of thousands of dollars to tens of millions of dollars in different areas such as electric power, power plants, refineries, rail transportation, waste and water systems, oil and gas [2, 3] . Modern SCADA systems can be divided in different sections such as SCADA corporate networks, SCADA networks and field devices.
The corporate network is same as general Information Technology (IT) in the business fields, and it performs email communications, network administrative rules, marketing and etc [4] . These kinds of networks require Internet connections and therefore they are exposed to the same attacks as other IT networks such as SQL injection, phishing, etc [4] .
All these SCADA systems are usually located in one segment called SCADA networks. Attackers may be able to compromise SCADA devices through accessing to corporate SCADA networks. Few years ago, SCADA systems were just utilized in the local and private network systems, but nowadays these local systems need to communicate with a vast range of systems and they are normally spread over miles on distance. Many of the SCADA systems require having communication through the Internet. For example, users can use RS portals which provide them to connect SCADA systems remotely and in order to control the processes or download the information [2, 3] .
Generally, SCADA systems are categorised in two different parts, which are SCADA systems components and SCADA system network topologies. In addition, the SCADA system components are used in the SCADA system networks. The explanation of each are explained as follow.
A. SCADA Systems' Components
SCADA systems consist of different components, which are operations, instruments, processors, communication equipment and host computers, which enable the system to provide data presentation, monitoring and remote control. The explanation of each component is provided below.
• Operating equipment is the operation equipment includes valves, pumps, conveyors, etc [3] .
• Instruments consider as sensors for temperature, pressure, power level, etc [3] .
• Local processors have responsibilities to provide communications between operating equipment and site's instruments. The main roles of these processors include data collection, turning on and off the operating equipment, communication protocol translation and alarm control [3] .
• Host computers monitors and control the entire SCADA systems are done by the host computers, and it is where the users operate the processes [3] . Figure 1 illustrates the SCADA corporate networks, SCADA networks and the devices with their components and relations as follows: 
B. SCADA Network Topology

1) Communication Links
Communication links are divided into two categories namely short range and long range. In the short-range communications, some media such as cables and wireless are used to carry the signals related to electrical characteristics like current and voltage. Long-range communications are typically leased lines, optical fibre, satellites, microwaves, etc. They provide communications between the host computers and the local processors [3] .
2) Master Terminal Units
MTUs are the heart of the SCADA systems and they initiate all communication. However, they can be the host computers to provide an interface between users and RTUs. The communication links can be any media to connect the MTUs and RTUs to each other [3] . Figure 2 illustrates MTUs inputs and outputs from and to other devices [5] . 
3) Remote Terminal Unit
RTUs gather data and information from the remote sites of different input devices such as alarms, valves, pumps, etc. Actually, the RTUs keep the gathered information to their memory until they receive a request from MTUs. Then they transmit the requested data, which are essentially numbers known as analog, On/Off signals or digital and pulse data [5] . The input and output of RTUs are shown in Figure 3 . Monitoring and maintaining all the SCADA systems' components require constant supervision because any single damage or failure can shut down or disrupt the entire system [6] . Implementing the SCADA systems using Internet and its protocols have both benefits and drawbacks for the systems in terms of cyber security. As drawbacks, a comparison of different IT systems shows that SCADA systems are more vulnerable to the cyber attacks, for instance, many IT systems are not real-time, but the control systems are real time basis and if an incident happens there is an economic loss in SCADA systems [2] .
In this paper, we first demonstrate different possible threats, Risks and vulnerabilities, which are related to SCADA systems. Then, base on these problems, some mitigation strategies in the SCADA security systems are discussed.
II. REVIEW OF RELATED WORKS
As it was demonstrated before, SCADA systems include different components and exotic hardware and software. These components can be normal Personal Computers (PCs), Internet and different communication protocols [3] . As a security point of view, it is crystal clear that all these components have their own vulnerabilities. In addition, linking the different component of the SCADA systems to public and business networks increases the SDACA systems threats dramatically [3] . Therefore, the classification and definition of the potential risks, threats and vulnerabilities illustrate the amount of damage to the systems which are not properly safeguarded. Unlike many IT systems, some common security threats such as credit cards and financial account cyber crimes are fortunately not relevant to SCADA systems [3] .
In this section, classification and definition of the possible threats and vulnerabilities related to SCADA systems are surveyed.
B. SCADA Systems Threats
There are different types of threats such as Terrorist, Insider, Hacker and Malware in SCADA systems. The explanation of each is provided as follow.
1) Terrorist
One on the most famous threats in SCADA systems is come from terroristic groups who have their own clear goals, for example, they might disable the alarm systems, disrupt control and monitoring systems, take full control of the SCADA systems' components and so on [2, 3] . For instance, a suspicious pattern was found in California and the FBI investigation team found some similar cases in different cities. The intrusion was from Al Qaeda systems following 9/11 [4] .
2) Insider
The organizations' employees who have access to the organizations' monitoring and control systems normally post these kind threats. The employees might damage the SCADA systems either by intentional malicious activities or accident. For instance, one of the incidents that happened in Australia's Maroochy Shire Council sewer systems caused by the company's employee named Vitek Boden who was able to check the control system of the sewer systems [3] . He almost had unauthorized access about 26 times to the SCADA systems and he caused intentional damages [3] . In September 2005, another incident happened in the National Nuclear Security Administration (NNSA) of the US Department of Energy's (DOE) in Albuquerque, NM [7] . Investigation on this case showed that the intruder apparently stole some employees and contractors information [7] . Another incident caused by employee accidentally on August 29, 2003, a blackout in London affected almost 250,000 people and many traffic lights because there was a fault in the volt system that apparently did not properly maintain [6] .
3) Hacker
Another threat that SCADA systems are faced with is from outside organizations. The attackers have different clear goals to get access to the systems in order to control, collect data or intrude the systems. For instance, In February 2011 some global energy and oil firms were attacked using social engineering, spear-phishing, windows exploits and Trojans called "Night Dragon" [4] . In the year 1999, an intruder disabled pipelines in Russia [8] , and in the year 2001 there was an incident by a hacker in an organization that manage electric grid in California [3] . The organization's network was hacked remotely and the hackers were inside the network for approximately 17 days [3] .
4) Malware
Generally, the term malware is short for malicious software, and it refers to a covert injected executable file or an application into the systems, and they perform some malicious activities that result in loss of security and decrease the systems performance. Malwares can be different types of Trojan horses, Viruses, Worms, Backdoors, Spyware, etc. Attacking and compromising the systems' Confidentiality, Integrity and Availability (CIA) are the major purposes of the malwares' authors [1] . Like other IT systems, SCADA systems are vulnerable to these kinds of attacks. In September 2011, another worm was found in a European company, the investigation team discovered the unknown malware and they named it Duqu. The malware has similarities to Stuxnet [9] . In July 2010, a worm named Stuxnet was found, and Iranian, Taiwanese and Indian companies were targeted. Stuxnet was designed for Siemens SIMATIC WinCC and PCS 7 control systems SCADA systems [7] . In the year 2003, a worm called SQL Slammer was released in Ohio Davis-Besse and their Plant Process Computer (PPC) was shut down for approximately six hours, and also the 22 Nuclear power Plants and the Safety Parameter Display Systems (SPDS) were disabled for almost five hours [3] . It affected approximately 50 million people in the U.S. and Canada [6] . The SQL Slammer worm reached PPC and SPDS using a remote link to the company's network [3] . On August 2003, another worm called Blaster was released in the CSX rail transportation systems and the worm shut down the monitoring computers in 23 states [8] . In the 2003 Blackout, another famous malware called Blaster was injected to network congestion and it causes a problem to public telecommunications network [10] .
5) Hobbyists and Script kiddies
Other threats are Hobbyists and Script kiddies that are looking for some challenges and thrill. A 14-year-old boy derailed four vehicles with gaining access to polish train system [4] . In 2008, one of the famous penetration-testing tools called Metasploit released an attack specifically goaled at Citect SCADA systems [4] . By offering these kinds of exploits, the attackers do not need to have very high knowledge and they just use these tools and the exploits to attack to the systems.
Based on the SCADA system incidents, Figure 4 demonstrates the SCADA systems attacks comparison between different sectors such as Industrial, Transport, Energy and Health Care [4] . 
C. SCADA Systems Vulnerabilities
As a security point of view, understand the misconceptions and vulnerabilities of SCADA systems is important. In comparison, SCADA systems have shared and additional vulnerabilities with IT systems [6] .
The description of SCADA systems security and vulnerabilities are explained as the follow.
1) OS Vulnerability
SCADA systems' operators have all the same vulnerabilities to the IT systems and the only difference between them is that the SCADA systems' operators' patches are more rigorously because all the SCADA OSs are running critical processes that are not expected to be interrupted [3] .
2) Authentication Vulnerability
In terms of system authentication, using shared passwords for all the SCADA systems is common because of employees' convenience, but it eliminates the sense of authentication [3] . On of the best way of the users authentication is the use of multi-factor authentication, but in some cases implementing different types of authentication such as fingerprint and iris scan is limited because there are lots of staffs who are wearing gloves and safety goggles [3] .
3) Wireless Vulnerability
Usually, SCADA systems use some types of wireless communications such as cellular packet services, microwave and data radios and different types of attacks depending on the wireless type and configuration are available for the attackers [3] .
4) Remote Access and Interconnections Vulnerability
Nowadays, many SCADA systems are configured with remote control and this common configuration method uses VPN connections and dialup connections over the Internet, and SCADA systems with more connection, internal connections or remote connections, have more vulnerabilities [3] .
5) Remote Processors and software vulerability
First of all, the processors' memory and power in many SCADA systems are modest and security update processes is challenging. Second of all, when the remote processors and software are installed in the SDACA systems, they will be used for ten or more years [3] .
6) Physical Security
Most of the SCADA systems are implemented over large distance and most of the systems work automatically with unstaffed locations, and even utilizing different locks such as pin tumbler locks, master keys and cylinder locks have their own weaknesses [3] . Therefore, physical security consideration is uttermost important.
7) Public Information
SCADA systems' information such as structural maps, network systems' topologies, DMZ structure, DNS zones, and so on are widely available and accessible in public resources as whitepapers, journals, etc [6] .
8) Network Design and Defences
Implementing insecure networks for SCADA systems causes compromising the systems using some vulnerabilities and insecure connections such as lack of DMZs, firewalls, antiviruses and Intrusion Detection Software (IDS), Web servers without secure connections and FTP connections [6] .
9) System Monitoring Difficulties
Normally, there is often a little time for analysing the log files; however, zero-days worms are always available and the amount of log file in the SCADA systems overwhelms the security analyzers [3, 6] .
10) Employee Awareness
SCADA systems that are connected to the organizations' internal networks are accessible by the employees and managers. Therefore, there is possibility for data modification. Furthermore the employees may not follow the IT security recommandations [6] .
III. PROPOSED SOLUTIONS
In general, almost all SCADA systems besides IT systems' vulnerabilities, threats and risks, they have their own software and hardware vulnerabilities and weaknesses. Therefore SCADA systems owners should replace their SCADA devices and networks with secure systems. These transformations need to be concerned in different area such as owners' awareness about the SCADA systems security and implementation of the SCADA systems' standards and keep the systems maintained base on the standards. Based on the vulnerabilities and the SCADA attacks, some prevention methods such as penetration testing, Attack mitigation, SCADA honeynet systems and preventative systems are discussed below.
A. Penetration Testing
One of the prevention methods to protect SCADA systems from the vulnerabilities and the attacks is penetration testing. In this method, some tools such as Metasploit, Nessus, IMPACT and CANVAS are exists for SCADA systems and by utilizing them the penetration testers can find the vulnerabilities and different possible attacks on the specific SCADA systems. This method is used to make sure that what kind of known exploits can be used for the SCADA system. Therefore, prevention of the Hobbyists and Script kiddies, which is mentioned in the last section, is possible.
B. Attack mitigation
On of the best way to mitigate SCADA systems attacks is simulating attacks such as phishing, social engineering, Trojan virus posing, Dos, DDoS and so on, on the SCADA systems by the security professionals. This method is called war games and it is tested many times by many famous companies.
C. SCADA Honeynet
Another way to protect SCADA systems from Attackers is implementation of SCADA honeynet systems. This method prevents different attacks by simulating the real SCADA systems as a trap for the attackers. Based on this assumption, attackers attack to a fake SCADA systems and the security administrators get advantages of these attacks by analysing them and implementing the security solutions on their real SCADA systems.
D. Preventative Systems
There are different preventative software and tools such as Anti Viruses (AVs), IDS/IPS and Firewalls, which can be utilized in IT and ACADA networks, to protect SCADA networks from incoming and outgoing traffics. Figure 5 demonstrates a generic SCADA security prevention model based on the above discussion. In terms of SCADA security, vast varieties of threats, vulnerabilities and attacks were reviewed. Right after that, some preventions and security suggestions such as utilizing penetration testing, Attack mitigation, SCADA honeynet systems and preventative systems were proposed to improve the industrial systems security in this modern world.
SCADA security systems is a very rich topic and for the future work it is more important to go details trough the SCADA security, for example, examination of Snort rules Modbus and TCP and development of another of another rules for other SCADA protocols can be considered for future.
